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Cryptography plays a crucial role in the modern internet communication system.
Especially, thanks to the development of communication technology, we can see
variety of its applications everywhere, and the importance of cryptography is
getting more and more enhanced. The main role of cryptography, especially
symmetric—key cryptography which 1is treated in this thesis, is to provide data
confidentiality and integrity by a block cipher, stream cipher, hash function,
message authenticated codes and authenticated encryption scheme. With the rapid
development of communication technology for a latest few decades, such symmetric—
key cryptographic algorithms need to meet not only the security requirement but
also implementation requirement on resource—constrained devices such as RFIDs and
medical devices. Studying on such resource—constrained algorithms is called
lightweight cryptography, and have get the most attention in the field of symmetric-—
key cryptography for the latest decade. Another area of interest is designing
ultra—high throughput cryptographic algorithms for the rapid advancement of mobile
communication systems like 5G and beyond 5G. In these systems, it is necessary to
design ultra—high throughput and high—security cryptographic algorithms due to the
increasing of the data transmission speed.

This thesis is dedicated to the design of symmetric—key cryptographic algorithms,
including a lightweight block cipher, lightweight tweakable block cipher, block
cipher-based low-latency pseudo—random function, and ultra—high throughput

authenticated encryption with associated data scheme. Specifically, we introduce



four algorithms: a tweakable blockcipher Tweakable TWINE, lightweight block cipher
WARP, lightweight PRP Orthros, and an ultra—-high throughput AEAD Rocca and
investigate how to design them along with the background of why these new algorithms

is necessary.
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